Interoperability NetMAX VPN Server Suite 1 |

@ NetMAX'

Internet Appliance Software

Check Point® VPN-1T™ Gateway to NetMAX VPN Server

Date: 11/8/00

Version tested: Check Point VPN-1 Gateway running softwar e version 4.1 Service Pack 2 (current
release at the time of this writing)

Conventions Used in This Document:

Throughout this document, several conventions will be used in or der to simplify the explanation and
understanding of the procedur e described herein.

Items that ar e to be input by the user ar e signified by using the Helvetica font. (e.g. localgateway)
Such items often vary from installation to installation, and need to be r eplaced by the appropriate value
when following this procedure unless otherwise specified.

Items that ar e presented by the Check Point FW-1 softwar e to the operator, such as menu items, and
form field names, are signified in bold text. (e.g. Name:)
These items have preset values and will appear in the Check Point FW-I softwar e exactly as specified.

Some items appear in the Check Point FW-I software, but require user input, such as check boxes and
lists. These items are signified by using both bold text and the Helvetica font. (e.g. 3DES).
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1. Create Network Objects

Metwork Properties
Step I.1: Create Local Network Object General l et |
Open the Policy Editor Mame: [localnet
Manage -> Network Objects IP &ddress: |192.165.1.0 Get address

New -> Network
Enter the following data in the General Tab:

Met Mask: | 255.255.255.0

LComrent; |

Name: localnet

IP Address: 192.168.1.0

Location:

* |rternal © External

Net Mask: 255.255.255.0

Location: Internal

You may allow or disallow Broadcast here as well.

Click OK.

0k | Cancel Help

Workstation Properties

Step 1.2: Create Local Gateway Object
P Y General | Interfaces | SNMP | NAT | Certficates | PN | suthe < | »

New -> Workstation Hame: ||Dca|gatewa_l,l
Enter the following data in the General Tab: P fdddhess: |2EIE.1E.48.129 Gt address
Name: localgateway Comment. |
IP Address: 206.16.48.129 Color: I -
Location: Internal Lacatian: Tope:
Bpe: Gatewqy &+ |rternal O External " Host 0 Gateway

Modules Installed: VPN-1 & Firewall-1: checked

todulez Installed

I 3PN & Firewiali-T: Version: [41  ¥|  Get

r 11 =]

[ Management Station

0k | Cancel Help
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Workstation Properties ]

Step 1.3: Configure Interfaces
P13 g Gereral Interfaces | SHMP | MAT | Cettficates | WPN | duthe 4 [ ¥

for local gateway

M ame | Addiess | MHetvaork: b azk |
. E10062 6240 196253 255,755 256.0
Click the Interfaces Tab E100E3 16248 750 953 | 255,55, 255.0
Click Get. 501 061645129 | 255755 2550
E [5x4 192166.1.1 555 255 755, 1

If this does not detect your interfaces,

manually add them using the Add button.

Click OK.

add. | Edt. |

ak Cancel Help

T
Step I.4.: Create Local Group Object b 12
(Encryption Domain for Check Point side.) G|
ryp . o
New -> Group
Name: localgroup Piok in bl Infizp
Select localgateway under Not in Group: E :mhh
Click Add.
Select localnet under Not in Group:
Click Add. Al
Click OK.
(] e s
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Metwork Properties
Step 1.5: Create Remote Network Object
General INAT ]
New -> Network Mame:; |rem|:|tenet
Enter the following data in the General Tab: 1P Address: [192.168.2.0 Gel address

Name: remotenet Met Mask: | 255.255.255.0

IP Address: 192.168.2.0 Comment: |
Net Mask: 255.255.255.0
Location: External

Location:

" Intemnal & External

You may allow or disallow Broadcast here as well.

(OPTIONAL)
Click OK.
ak. | Cancel Help
Workstation Properties
Step 1.6: Create Remote Gateway Object e — ]Interfaces] SNMP | MAT | WPN |
New -> Workstation Mame: [remotegateway
Enter the following data in the General Tab: IP Address: |EDE.1E.48.1 Get address
Cormment; |
Name: remotegateway
IP Address: 206.16.48.1 Color: . -
Location: Type:

r = " Host 0

vae: Gateway

todulzz [nstalled

[ WPM-1 & Fire'w/all-1
- ]

Click OK.

[ Management Station

OE, | Cancel Help
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Step 1.7: Create Remote Group Object

Mes [wiiEpan
. . . Corwesst: |
(Encrypt1on Domain for NetMAX side.)
Cobr: | I -
New -> Group
Name: remotegroup Mot g In Bermp
Select localgateway under Not in Group: B caigmbeveay ot oy
S ccspoup By revwaiered

Click Add. i st |

Select localnet under Not in Group:

Click Add. § Bewase

Click OK.

Workstation Properties

Step 2.1: Modify Local Gateway properties
P2 ty Y Prop Generall Interfacesl SNMF’I AT I Certificates WPM IAuthE 1 | 'I

Double-click localgateway to return to Local — Dromair: — Encryption gchemes defined: ——
Gateway Properties. " Dizabled ® @

Click the VPN Tab.  Walid Addresses(of Interfaces) I =3 Manual IPSEC

Select Other: under & Dther: i SHIp

Domain:. I@ localgraup j I E& Fevz

Select localgroup in the pulldown under

Other:. ™ Exportable for Secufemate

Ensure that only IKE is checked under

. ; = [ratfic Eantne Caggitng
Encryption schemes defined: i :
[# Tivmen o Tiratfic Eontral Legaitg

OE, | Cancel Help
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IKE Properties
Step 2.2: Configure IKE for Check Point

General ]

Support key exchange encryption with: Support data inkeqrity with:

Click Edit.

Ensure that only 3DES is checked under

Support key exchange encryption with:
Ensure that only SHAT is checked under

SuppOI‘t data integrity with: Support authentication methods:
Ensure that only Pre-Shared Secret is checked under

¥ = 30ES v SHAT

Edit Secrets...

Support authentication methods: ™ Public Key Signatures

[ %PMN-1 % Firgtsfall-1 authentication for SecuRemate [Hybrid kode)

i

You may check Support Aggressive Mode if the

Check Point will be using aggressive mode.

Ensure that Support keys exchange for Subnets is [ Supparts Agaresive Mode Iv Suppart keys exchange for Subnets
checked
to allow communication between subnets. ok | Cancel Help

Click OK. (to close IKE dialog).

Click OK. (to close Workstation Properties dialog).

Workstation Properties

Step 2.3: Configure VPN for NetMAX side Genersl| Interfsces | SNMP | HaT PN l

Double-click remotegateway to return to Cromair: Enciyption schemes defined:
RemoteGateway properties. " Dizabled [ &= Manusl PSEC
Click the VPN Tab. ™ Walid Addrezzes(of Interfaces)] ~ @
Select Other: under * Other: r SHIP
Domain: |§ remotegroup j

Select remotegroup from the pulldown under -

Other:
Ensure that only IKE is checked under

Encryption schemes defined:

OE, | Cancel Help
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Step 2.4.: Set up IKE for NetMAX side

Click Edit button.

Ensure that only 3DES is checked under
Support key exchange encryption with:

Ensure that only SHAT is checked under
Support data integrity with:

Ensure that only Pre-Shared Secret is checked under
Support authentication methods:

You may check Support Aggressive Mode if the
NetMAX will be using aggressive mode.

Ensure that Support keys exchange for Subnets is
checked

to allow communication between subnets.

IKE Properties
General |

— Support key exchange encroption with:

=l oes ™ MDs
r casT
F = ¥ SHAL

Support data integrity with; —

— Support authenbication methods:

W Ere-Shared Secret

{Edit Secrets

[ Public Key Signatures

[Eanfigure. . |

[T PR e Eiressral ) authentication fan SecuBemate [Hubd kade]

[ Supports Aggresive Mode

¥ Support keys exchange for Subnets

Step 2.5: Enter pre-shared secret
for NetMAX

Click Edit Secrets button.

Select localgateway under Peer Name
Click Edit button.

Enter the pre-shared secret.

Click Set button.

Click OK. (to close Shared Secret dialog)

Click OK. (to close IKE Properties dialog).

Click OK. (to close Workstation Properties dialog).

ak. | Cancel | Help
Shared Secret |
— Shared Secrets List:
| Shared Secrat |
Edit |
Eemmyve |
aF I Cancel
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3. Configure Firewall and VPN Rules For Checkpoint

Step 3.1: Add rule to allow VPN between

gateways.

Choose Edit -> Add Rule -> Top

if no rules are already defined, else Edit -> Add Rule
-> After

For Source add remotegateway and localgateway.

For Destination add localgateway and remotegateway.
For Service choose ISAKMP.

For Action choose accept.

For Track choose logging option (Long).

For Install On choose Gateways.

For Time choose Any.

£5 Secuity Policy - Standard | #£9 Address Translation - Standard I

m Source | Destination | Service Action Install On Time |
m remotegateway E localgateway S AHMP o accept }m_l Gatewavs @ an
m localgateway m remotegateway i ¥ ¥
Step 3.2: Add rule to allow VPN between
subnets.
Edit -> Add Rule -> After
For Source add localgroup and remotegroup.
For Destination add remotegroup and localgroup.
For Service choose Any.
For Action choose Encrypt.
For Track choose logging option (Long).
For Install On choose Gateways
For Time choose Any.
£5 Security Policy - Standard | #£49 Address Translation - Standard I
m Source | Destination | Service Action Track Install On Time |
m remotegateway m localgsteway IS AKMP i accent }ml Geteways @ Ay
E localgsteway m remotegsteway I U ¥
@ localgroup @ remotegroup |_m_|
a bl E Gat X
' @ remotegroup @ localgroup @ m Iﬁ nerypt By @ m
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IKE Properties E

General I

Step 3.3: Set up options for
Encryption Action.

Transform:
Right-click the Encrypt Action icon. |}: Eieigita + Dl zaisl 2517

" Data Integrity Only [4H)

Choose Properties.

For Transform: select Encryption + Data Encryption Slgorithm; |3DES "I

Integrity(ESP). Data Intearity ISHM "I

For Encryption Algorithm: select 3DES.
Allowed Peer Gateway: @ An -
For Allowed Peer Gateway: select Any. I ¥ j

Ensure that there is a check in Use Perfect Forward ¥ Uz Pertect Fonward Secrecy

ak I Cancel | Help |

Secrecy.

Click OK.

Step 3.4: Set up a rule to deny all services not
specifically allowed by defined rules
(OPTIONAL).

| n‘@ Any ‘@ Ay ‘@ Ay ‘ c drop ‘ ‘ }m—l Gateways

@ Ay ‘
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Properties Setup

Step 3.5: Setup IKE rekeying Intervals for

P 3:5 . P ying Highdwalsbliy | IPPoslMAT | Accesslists |  Deskiop Secuity
CheCkP(’lnt' Security Policy I Services I Log and Alert | Security Servers I Authentication

SYMDefender I LDAP Encryption | ConnectContal

Policy > Properties

_ 4 - SKIP Marual IPSEC
Click Encryption tab.
Renegotiate IKE Security Associations every 5 Change SKIP Session Key 5P allocation range [hex}:
minutes Every 120 Seconds [0 far infinity) Fram 100
Renegotiate IPSEC Security Associations ar

. Evey  [10485760 Biytes [0 for infinity] To [
every 120 minutes.
PLEASE NOTE: The values for renegotiation are rIKE
ifi Renegotiste [KE S ecurity Azsociations every 5 mirutes

specific. I
Choosing a value other than those presented Renegotiste IPSEC Secunity Azzocishions every |‘|2D secands

in this document

may result in your VPN not creating and
maintaining connections

as expected, not working at all.

Do not check SKIP.

Click OK.

QK I Cancel Help
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