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@ NetMAX'

Internet Appliance Software

Interoperability: Shiva VPN Client to NetMAX VPN Server

Date: 11/8/00

Steps required to configure the Shiva VPN Client Version 6.80 (Build# 040%31-1156) -the current
release at the time of this writing- to NetMAX VPN server.

Conventions Used in This Document:

Throughout this document, several conventions will be used in order to simplify the explanation and
understanding of the procedure described herein.

Items that are to be input by the user are signified by using the helvetica font. (e.g. localgateway)
Such items often vary from installation to installation, and need to be replaced by the appropriate value
when following this procedure unless otherwise specified.

Items that are presented by the Shiva VPN client software to the operator, such as menu items, and
form field names, are signified in bold text. (e.g. Tunnel properties for:)
These items have preset values and will appear in the Shiva VPN client software exactly as specified.
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Step I.I1:

Open the Shiva VPN Client and log in.
Select Tunnels -> New -> IPSEC Tunnel

»ed Shiva ¥PHM Client - netadmin

File  “iew | Tunnel: Setup Help

i [=] E3

| Clignt [P | Outhound Interface | Subnet/t 5

{fl :ﬂ”’gl I IPSEC Tunnel
[elete 55T Tunnel
| TunnelNa - Broperizs,. T Feer P
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Step 1.2:

Enter the following information in the General tab,
replacing the provided values with

those appropriate to your configuration:

Tunnel properties for:

NetMAXVPN

VPN Gateway IP Addresses or domain names:
192.168.1.1

User Identifier:

roadie@netmaxvpn. net

Select A specific outbound interface: under Tunnel
Applies to:

Select the appropriate network interface from the pulldown
menu.

This is the card that will be communicating
directly with the NetMAX VPN server.

Remove the check from Enable IP Address assign-
ment and WINS/DNS via VPN Gateway if present

Tunnel Properties B

General | Security Associationsl Connectionl

Tunnel properties for INetMMF’N

WPM Gateway [P Addiesses or domain names

|192.188.1.‘I

Uzer Identifier (domain name, email address, etc)

Iroadie@netmawpn.net

Tunnel Applies o

&)l netwark connections

% 4 zpecific outbound interface :

[ Enable IP &ddress assignment and WINS/DMNS via VPN Gateway

ar. I Cancel
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Tunnel Properties %]

SteP 1.3: General  Secunty Aszociations | Conneclionl

. . L ™ Configure these settings via the WPN Gateway [4ccept peer proposal]
Click the Security Associations tab.

. . . =S ity A iati SA's)
Remove the check from Configure these settings via oty Associations [345]

the VPN Gateway if IR/t azk | ProtocotPart | Status | Security
present.
Click the Add button.

1| | ]

fdd.. 2] BEEEE

Internet K.ey Exchange [IKE] settings :
Authenticate uzing : Shared Secret/Challenge Phraze

IShared Secret j I

Cerlificate ey Length :

[1024-High Secuity  ~] uﬂvmd---
Ok I Cancel

Security Association x|
Step I.4:
IP &ddress Subhet Maszk, Pratocal Part
[1921681.0 |esE.255.2560  faLL o i

Enter the following information:

— Security Parameters

IP Address: 192.168.1.0 Authentication Header [4H]

Subnet Mask: 255.255.255.0 INQne vI [ Transport Mode

Protocol: ALL _ -

P ALL Encrmption and Authentication [ESP]

ort: Authentication Encryption
Authentication Header: None |HMAC ShAT =] |3-DES [EE-hit key] *| [ Transport Mode
Authentication: HMAC SHA1 _
. ) Session Keys
Encryption: 3-DES (168-bit key) Rekey every Rekey every

Re-key every: 5 minutes [5 minues  [1024000000] Kbutes

Re-key every: 1024000000 Kbs

W Perfect forward secrecy

Perfect forward secrecy: checked

IV | Elaysueeithese setings whencreating & nem S5

Click OK.

ak I Cahcel
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Tunnel Properties B
Step 1.5:

General  Secunty dzzociations | annectignl

. . [™ Configure these settings via the YPM Gateway [Accept peer proposal]
Under Authenticate using: ensure that

— i 2l ]
Shared Secret is selected Secunity Azsociations [S4'z]

Shared Secret/Challenge Phrase: 1P/t agk | Protocol:Part | Status | Security
192 168.1.0/286 2500 2650 ALl ALl Digconne...  ESP 3DE

yourpassphrasehere

Click the Advanced... button.

4| | 3

Sdd. Ear| | e

Internet K.ey Exchange [IFE] settings :
Authenticate using Shared Secret/Challenge Phraze
IShared Secret j Ixxxxxxxxxxxxxxxx

Certificate K.ey Length :
[1024- High Secuity |

0k Cancel
Internet K.ey Exchange [IKE] |
Step I.6: |lze theze zecuriby zettings when authenticating :
Enter the following information: Reconnect and authenticate even
Reconnect and authenticate IEI miiLite:s
every: 9 minutes — Pratect key exchange using :
Encryption: 3-DES (168-bit key) Encryption :
Authentication: H HA1
uthentication MAC S |3-DES (TEE-bit keg] j
Diffie-Hellman Group: 2-1024 bit
Hi . Authentication :
ighest Security

[HMAC 5HAT =]
Click OK. Diffie-Helman Group :

|2:1024 bit Highest Secury =
NOTE:
The values presented here are specific. Any changes

.. . . 7| Elwans wee these seffings wher ereating 2 newiburme!

to these remaining values will prevent the Shiva
VPN client from creating and maintaining secure ok I E—
connections with the NetMAX.
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Tunnel Properties B

</ ENEra ecuity Azsociations  Connection
Step 1.7 G i1l s A C 1
— Connection Type
Click the Connection tab. 2
If you would like to automatically connect to the ™" Logonto Netwark
NetMAX server :
- Feepalive
when you start the Shiva VPN Client, place a check in B St el e Iu s,
Auto connect. ™ Beconmect if no keepalive received within ID SELE,
n] I Caticel
Step 2.1:
il mls xle 8] L=l
Inmm.- [ Crmbar [ FamIP [ Clan P [ Dustaarsd btwdace
The Shiva VPN Client configuration procedure is e e P Conmscted LA WZEIFAZ  HETGEAR FAFIOTE.. 10511
now complete.
If all is correct, you should now have a secure I I
4
connection to the NetMAX server. Wﬁwn T ST ] =
. . . L. 1073 AN (5 DFA0 Pl o] KE_CLACE, |2 Magotusion DOHE rath 1005.1.1, 0 [N
The log window should display something similar to IO/ P10 P foec) KE U2 PR serd o 103111 prnns
101310 [ 0703 P panel K& QCADCE T FET s i 105110
. 110721 A0 5 0108 PHI] potes| Hess GLALK S, ke T0L51. 1. I TIAT R [FRCI0RET]
the picture below. |w31mEu=uam|E.:ﬁ PATLAL COMTACT HOTIF xand fa 105 1.1, [FT0555]
10710 EL0E PN foie K ARG |2 Napatison DAE vt 160 11.0 000
{1151 A0 [5: 0733 P prrme| RE"2EER-C2 PET rand ba 105 1.1, 0 JO0N0]
I 1207 PN fote] KE AGER UL PRT e b 10 110 oo
10171 400 |5 0706 P emed Hare BB bar 10511, BATLATOR . FAESHARED KEYS [0000]
o o
Rasdy L] &
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